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1.

Problem statement

Many companies implement intrusion detection systems
(IDS) to get alerts whenever malicious activities occur. An
IDS is relying either on anomaly detection based on dynamically learning user’s activities or uses a database of known
attacks. To enhance this database, we need to be able to learn
more about new kind of malicious activities. To achieve that,
we can use a honeypot system.
The problem with current SSH honeypot implementations is that they can be detected easily by an adversary because they support only a limited set of functionality. Thus,
attackers can stop further steps in order to prevent the analysis. Cowrie for example is a SSH honeypot which emulates
a Linux system. It does not provide access to a real system
but it only behaves like normal system with a limited set of
commands [3].

2.

Goals

Our goal is to make a SSH honeypot with the following
properties. First of all, an attacker should not be able to
detect that he is interacting with a honeypot. This means that
our honeypot provides the same functionality as a regular
Linux server. Additionally, we want to separate the part of
the honeypot which is tracing the activities of an attack by
using virtualization. This helps to increase the stealthiness
of the monitoring and also to improves the integrity of the
extracted traces because an attacker is not able to attack
it directly. Finally, we want to trace all activities in the
honeypot in order to have a detailed view on the actions
taken by an attacker.

3.

Architecture and data extraction

To achieve these goals, we use virtual machine introspection
(VMI) based system call tracing from a separate monitoring
virtual machine. VMI is the process of monitoring a virtual
machine from outside and extract information of it. It has
been shown that VMI is a valuable approach for intrusion
detection and honeypots [1, 2].
Our VMI-based SSH honeypot architecture is composed
of three components: a sandbox VM (the honeypot), an introspection VM and a database. The execution trace from the

honeypot is extracted by the introspection virtual machine,
which sends it to the database.
To trace the activities of an attacker we use system call
tracing which allows us to reconstruct SSH sessions and
logs all the important operations of an attack to a database.
Afterwards, this data can be used by a human investigator to
analyze the attacks.

4.

Conclusion

Compared with other SSH honeypots our approach is stealthy
due to the usage of VMI. With our proof-of-concept implementation we were able to extract useful information such
as user’s credentials and keystrokes to reconstruct SSH sessions. The system is also able to detect post activities of an
attack such as the communication of a backdoor which helps
to investigate attacks in more detail. Furthermore, we plan to
support the monitoring of other SSH features such as copying files and port forwarding. The presented approach is a
very generic approach which can also be applied for other
services besides SSH.
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